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Click Authenticate email.

Authenticate email

o To check how these settings are affecting email delivery and troubleshoot potential issues, go to Email Log Search.

DKIM authentication Thgsomains that you selec the DKIM (DomainKeys Identified Mail) protocol for authenticating outgoing emails. Learn more

Selected domain
a-history-of-rawdon.co.uk

a-history-of-rawdon.co.uk

wythall.info DKIM.
You must update the DNS records for this domain.
To start authenticating email for the domain selected above fenter the following DNS TXT record into your domain p
settings page. Then click 'Start authentication’.

DNS host name (TXT record name):
google._domainkey

TXT record value:

v=DKIM1; k=rsa; p=MIIBIJANBgkqhkiG9wOBAQEFAAOCAQ8AMIIBCgKCAQEAIItbXI+Jw+eIWvuQyvARNTJrTUE8VT
vq3yNGKxOONJ+dkK4Lq3ey/

fanOFRe74¥22FavN7win0 lin AKnl IROHAXRN7WhI 1k L h SANRT15RANFTFFIn+avAMFMMIvV7e

If your account has more than one domain linked to be sure to pick the domain you want to work
with. If your account only has one domain then this will not be an option.



Click Generate a new record.

Authenticate email -
o To check how these settings are affecting email delivery and troubleshoot potential issues, go to Email Log Search. GOTIT
DKIM authentication The domains that you select will use the DKIM (DomainKeys Identified Mail) protocol for authenticating outgoing emails. Leam more
Selected domain

a-history-of-rawdon.co.uk ~

STATUS: Authenticating email with DKIM.

You must update the DNS records for this domain.
To start authenticating email for the domain selected above, enter the following DNS TXT record into your domain provider's DNS
settings page. Then click 'Start authentication

DNS host name (TXT record name):
google._domainkey

TXT record value:

v=DKIM1; k=rsa; p=MIIBIjANBgkqhkiGSwOBAQEFAAOCAQBAMIIBCGKCAQEAIItbXI+Jw+eIWvuQyvARNTJr TUEBVNGY/
vq3yNGKxOONJ+dkK4Lq3ey/

3nQEBsZ+x22FayN7wInQJjgAKNUBOUIXBNZWbUKIGPRFI5SSMxbOVGWISB5A087 158 AnfTFEIq+qQVAMEMMIyVZOTs61gfL2QNS+
3Qo2jsEbvZJa0peHUIbMTD1c0y9fsxGbrwyK1uqqQvxCA3+9jsoX3GuVUY 1VWAUM79meCGR3YKICQTmn2WIviLHg4bYvudgkSKf
wMcexfH61VqJJ/AS27FG2mS5+TKZ3szIGe+kMdHSCBNGIN]7TWXDdDxkQCQ+qMEWMA/CjPz2/3E/yMaTTevoQNWIDAQAB

g

GENERATE NEW RECORD

o It may take up to 48 hours for DNS changes to fully propagate

STOP AUTHENTICATION

o Most changes take effect within a few minutes. Learn more
You can view prior changes in the audit log

When you click Generate New Record you have a choice of 1024 or 2048

The lady from Google said use the 2048 setting.

Others have suggested using 1024.



Generate new record

You must wait 24 to 72 hours after enabling Gmail
with a registered domain before you can create a
DKIM record. Learn more.

If you are currently authenticating email from this domain,

generating a new TXT record will stop authentication until you
NS to update.

Select DKIM key bit length:

2048

—

N

Prefix selector (optional)

google

CANCEL GENERATE




Generate new record

You must wait 24 to 72 hours after enabling Gmail
with a registered domain before you can create a
DKIM record. Learn more.

If you are currently authenticating email from this domain,
generating a new TXT record will stop authentication until you
NS to update.

Select DKIM key bit length:

2048 ~

—_

—

Prefix selector (optional)

google

CANCEL  GENERATE

CRITICAL now Refresh
Page



Once you have generated the new record you have to click the refresh button Top Left-Hand Corner

Now the string of characters this is the one you need.

v=DKIM1; k=rsa;
p=MIIBIJANBgkqghkiG9wWOBAQEFAAOCAQSAMIIBCgKCAQEAIlItbXI+Jw+elWvuQyvARNTIrTUE8VNGt/vq3
yNGKxOONJ+dkK4Lg3ey/f3nQE8sz+x2vGWIsB5A087158AnfTFEIq+qvAMEMMIyVzoTs61gfL2QN8+3Q
02jsEbvZ]a0peHUibMTD1c0y9fsxGbrWyK1uggqQvxCA3+9jsoX3GuVUY1VwWAUM79meCGR3YkICQTmn
2WIviLHg4bYvudgk5KfwMcexfH61Vgll/AS27FG2m5+TKZ3szIGc+kMdHSC8NQINj7TWfxDdDxkQCQ+q

MEWMA/CjPz2/3E/yMaTfTevoQNwI DAQAB'_

google._domainkey

Note this must read g00g|e _doma | N key

Paste the details in to the DNS for the domain.

The lady said click the Start Authentication if you have correctly refreshed the page before copying
the long string you should see nothing.

If you see red text you have not followed the sequence correctly.

She said that in 48 hours you had to come back and click Start Authentication again.

End

This is how to add another domain to your | https://www.youtube.com/watch?v=WUzimAn1KQc
Google account.

https://www.youtube.com/playlist?list=PLU8ezI8GYqs75- nquHcR8F8gm7U6h4a6
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Domain

a-history-of-rawdon.co.uk

natashalax.co.uk

wythallinfo

a-history-of-rawdon.co.uk test-google-a.com

Type

Primary domain @

er alias domain for a-history-of-rawdon.co.uk

Test domain alias @

Status

Verified
Gmail activated

Verified
Gmail activated

Active

Actions

DMARC for this to work the email addresses should be real

To create two new email addresses at no additional cost go to

Google
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Alternative email addresses (email alias)

6 th their prima 3il. Learn more

2 Relf

Charles

dmarc

Create two new email addresses

dmarc@yourdomain.co.uk

and

postmaster2@yourdomain.co.uk

now with these created they need to be added to the dns

v=DMARC1; p=reject; rua=mailto:postmaster2@yourdoomain.co.uk,
mailto:dmarc@yourdomain.co.uk; pct=100; adkim=s; aspf=s

_dmarc

This goes with the dns settings — this will send you a report which is in xml. It would appear
unnecessary to check this

X



The 3 components
Spf redcord
DKIM

_dmarc

If these are in place then someone cannot spoof (falsify) your email address.

Will your email work if you have only one in place possibly or two ideally having all three in places is
the optimum solution.

If you control the password for your Gmail account let me know when the two email addresses are
created and | can add the _dmarc record for you.

end
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